Golin yasil innovasiyalarin verdiyi imkanlardan istifado edok vo hamu {i¢lin daha parlaq, daha davaml
golocok formalasdiragq.

Noatica

Yasil texnologiyalarin todqigi innovasiya vo potensialla zongin monzoroni ortaya qoyur. Bu
texnologiyalar sadaco tendensiyalar deyil, onlar davamli golocoyin formalasdirilmasinin ayrilmaz
hissasidir. Barpa olunan enerjidon yasil arxitekturaya qadar har bir inkisaf otraf mahitin qgorunmasina vo
davamli hoyata ohomiyyatli tohfa verir. Catinliklor, texnoloji iraliloyisler vo davamliliga dogru ictimai
diistinca doyisikliyi ilo todricon hall olunur . Biz irsliladikca yasil texnologiyalarin hayatimizda rolu daha
qabariq sokildo 6ziinii biiruzs veracak va ekoloji stiurun vo moasuliyyatin yeni dovriinii miijdsloyacok.
Yasil texnologiyalarin yiiksalisi hom planetimiz, ham dos hoyat keyfiyyastimiz tGgln perspektivli goalocoyi
niimayis etdirir. Giinos enerjisi innovasiyalari, qabaqcil enerji saxlama hollori, karbon tutma
texnologiyalari, tullantidan enerjiys gevrilon nailiyyatlor vo yeni naqgliyyat konsepsiyalar1 vasitasilo
dinya davamliliq dovriine yaxinlagir. Foaliyyotlorimizdo vo siyasatlorimizdo yasil texnologiyaya
iistiinliik vermoyo davam etdikco, daha parlaq, daha dayaniqli golocok {igiin potensial alimizdon diisiir.
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POST-QUANTUM CRYPTOGRAPHIC METHODS FOR SECURING IOT DEVICE

Mammadaliyeva G.N.

Azerbaijan State Oil and Industry University
The Internet of Things (IoT) is growing at a rapid pace, and quantum computing will eventually develop,
which will help to secure 10T devices. Post-quantum cryptography (PQC) techniques are necessary
because quantum algorithms have the potential to undermine traditional encryption techniques. This
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article addresses the risks to Internet security that quantum computing presents and looks at PQC methods
to reduce those risks [2]. The vulnerability of contemporary cryptographic algorithms to quantum assaults
is first discussed in the article, followed by the necessity of finding substitute techniques. After that, he
examines the fundamentals of multivariate polynomial cryptography, code, lattice-based cryptography,
and hash functions. The foundation of all approaches is their ability to withstand quantum assaults and
the fact that they can be implemented in Internet devices with constrained capabilities.Performance
concerns, interoperability with current protocols, and the deployment of post-quantum cryptography
solutions on the Internet are all covered in the paper. It also talks about the continuous attempts to
standardize PQC standards, which guarantee uniformity and simplicity of quality across different Internet
of Things (IoT) platforms Keywords: post-quantum cryptography, quantum computing, 10T security,
lattice-based cryptography, code-based cryptography, hash-based cryptographyTechnology has altered
our interactions with it by allowing data interchange and physical connectivity between Internet of Things
(10T) devices. From smart household appliances to industrial control systems, the Internet of Things is
influencing many facets of contemporary life. Still, a lot of major issues have arisen as a result of the
Internet's explosive growth, particularly in the areas of privacy and security [4].

Conventional internet security techniques, including RSA and ECC, rely on classical cryptography to
protect data and communications. Although these methods have a track record of successfully protecting
networks and devices connected to the Internet, the quantum computing demonstration may render them
outdated. Modern cryptographic computer methods are susceptible to quantum attacks, which exposes
Internet systems to danger [5].

Strong substitutes that can withstand portable quantum assaults are post-quantum cryptography
techniques. In spite of the difficulties posed by quantum computing, methods like hash, code, and lattice
cryptography offer a reliable means of protecting networks and devices connected to the Internet [3].
This article's goal is to investigate post-quantum cryptography techniques for Internet security. We'll
examine a few of post-quantum cryptography algorithms, assess their suitability and efficacy for the
Internet of Things, and talk about the potential and problems associated with spearheading them. Our
study aims to uncover methods that are used in the real world. Post-quantum cryptography can contribute
to the long-term security and integrity of data, as well as the robustness of Internet networks [8].

AIM: The goal of this article is to provide current research and industry concepts while arming readers
with the knowledge and resources they need to navigate the rapidly changing field of quantum-resistant
security solutions. This demonstrates that in the quantum age, taking preventative actions is crucial to
safeguarding Internet-connected devices against new threats.

METHODS

Post-quantum cryptography approaches safeguard communications and data when quantum military
threats compromise cryptography systems. As quantum computing advances, current encoding standards
like RSA and ECC may be susceptible to quantum assaults. Even with processing power, post-quantum
cryptography provides solutions to mathematical puzzles [1].

Among the post-quantum cryptography techniques are the following:

Lattice-based cryptography: This technique makes use of many lattice issues, including the learning with
error (LWE) problem and the smaller vector problem. Since it is thought that quantum computers would
not be able to tackle these issues, lattice-based cryptography is a potential solution for safeguarding
Internet-connected devices. The cryptosystem's flexibility stems from its utilisation of digital signatures,
key exchange, and continuous encryption lattices. On the other hand, their application could have more
significant effects on how well Internet of Things (10T) devices operate and use resources [1].
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Code-based cryptography. Code-based encryption complicates the process of decoding a random linear
code. Goppa binary codes may be encrypted using the most well-known code-based cryptosystem,
McEliece. In the realm of security and defense against quantum assaults, this technique is well-known.
Even though code-based cryptosystems have many benefits, large public key sizes might not be enough
in an Internet setting with limited resources [1].

Hash-Based Cryptography. Secure primitives like digital links are created by hash-based cryptography,
which makes use of hash encryption techniques. One popular hash-based connection mechanism is the
Lamport-Diffie one-time signature. It has been demonstrated that these tactics work well and are immune
to quantum assaults. On the other hand, if one-time keys are used frequently, they could degrade
management keys and storage capacity [1].

Multivariate Polynomial Cryptography. The difficulty of system solutions to high-dimensional
polynomial models over finite fields serves as the foundation for this tactic. Multivariate polynomial
cryptography's quick calculation and small key sizes make it appropriate for Internet devices with
constrained resources. However, furnace patterns are not always changeable, therefore technique selection
is crucial [1].

Integration with l1oT Devices

Post-quantum cryptography measures must be included into Internet devices in order to safeguard these
systems against new dangers arising from quantum computing. However, this integration presents several
obstacles because of the Internet of Things and other devices [7].

The processing speed, memory, and power consumption of many devices on the Internet are constrained.
Larger key sizes and more intricate computations are common in post-quantum cryptography techniques,
which can be difficult for hardware with limited power. The improvement of algorithms for gauging
productivity and resource use is required to address this issue [6].

Interacts with third-party protocols and communication standards that are now in use in Internet
ecosystems, such as MQTT, CoAP, and Zigbee. When creating, expanding, or altering documents that
can support post-quantum cryptography approaches, certain protocols must be taken into consideration
[7].

Make sure you keep an eye on network connectivity, latency, and bandwidth. Performance and security
must be combined in cryptographic techniques to guarantee dependable and effective international
transactions. Key management strategies are necessary to generate, distribute, store, and rotate the bigger
keys that are frequently connected to post-quantum cryptography in order to protect the privacy and
integrity of communications [4].

To assist clients, a thorough security architecture that incorporates access control, data encryption, and
device authentication must be developed. As a result, the security foundation for Internet systems becomes
more solid and cohesive.

To guarantee network device security, optional firmware upgrades and lifecycle management are also
required. Secure over-the-air updates are required to repair security gaps and improve system stability
when using post-quantum cryptography techniques [10].

Thorough testing and setup are necessary to guarantee correct interoperability with current networks and
applications. Compatibility, security, and performance ratings are included in this section. A
straightforward and open management method is essential to avert needless issues and preserve a positive
customer experience [2].

RESULTS

Strengthening 10T Security: Exploring Post-Quantum Cryptography

This article looks at the most recent advancements in Internet of Things security as well as the upcoming
guantum computing age. It also investigates the effectiveness of post-quantum cryptography (PQC)
methods for Internet of Things device security. He draws attention to the fact that conventional
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cryptography methods are susceptible to quantum assaults and emphasizes the significance of developing

quantum-proof solutions [9].

The article begins with a summary of the revolutionary possibilities of quantum computing before delving

into the fundamentals of post-quantum cryptography, covering lattice, code, hash, and multidimensional

polynomial cryptography. It assesses the degree to which these techniques effectively shield Internet-
connected devices from quantum radiation as well as their resistance to it.

Conclusion

In conclusion, it should be highlighted that post-quantum cryptographic techniques must be included into

Internet of Things devices in order to safeguard Internet of Things systems from risks brought on by

quantum computing. By using methods like hash-, lattice-, and code-based encryption, the Internet of

Things may be made more resilient and secure. Even while challenges like resource Sconstraints, key

management, and interoperability with legacy protocols must be addressed, future-proof security systems

provide more benefits than drawbacks. The Internet ecosystem may be strengthened and made more

secure by cooperation and innovation, allowing for dependable operation and quantum data security [2].
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CATBOTLAR VO VIRTUAL KOMOKCILOR
Niftaliyev Esqin Xaloddin
Azarbaycan Dovlat Neft va Sanaye Universiteti
Abstract

Hal-hazirki dovrdos texnologiyanin inkisaf etdiyi zamanda catbotlar va virtual kémokgilar hor bir sahada
istifado olunaraq texnologiya ils slagomizds qarsiliqh inqgilab etmisdir. Siini intellekt vo tobii dil emal1
ilo tochiz edilmis bu agilli sistemlor insan dilini basa diiso bilir homg¢inin ona cavab vers bilir. Siri vo
Alexa kimi moashur virtual kdmokgilordon tutmus miistori xidmoti vo sohiyyo sahosindo genis istifado

olunan ixtisaslasmis ¢atbotlara qodor stini intellektlo idaro olunan hollor miixtolif saholori doyisdirir.
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